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Disclaimer



Audience survey

▪ How many have full time IT support for your cyber infrastructure?

▪ How many manage their IT infrastructure themselves?

▪ How many get County IT support?



Discussion items

▪ Emerging regulatory framework- HIPAA Cybersecurity Rule (proposed)
▪ The threat landscape
▪ Emerging technology
▪ What you can do to prepare



NEW HIPAA Rules

▪ 2024-30983.pdf

▪ Comments by March 7, 2025 11:59pm EST: Regulations.gov



393 pages





Proposed areas included in the new ruling

▪ Required specifications

▪ Written Policies, Plans, Analysis

▪ Network Maps & Asset Inventory

▪ Risk Analysis Assessment - $$$

▪ Contingency Planning and Security Incidents

▪ Annual Security Rule Audits -$$$

▪ Business Associate Verification

▪ Encryption Requirement

▪ Required Technical Controls and Safeguards

▪ Multi-Factor Authentication - $$

▪ Vulnerability Scans and Penetration Testing - $$$$



Required specifications

▪ Previously, some things in the 
Security Rule were 
“addressable.” OCR wants to 
eliminate the distinction between 
“required” and “addressable” 
standards and make virtually all 
standards required.



Security Risk Assessment



Written Policies, Plans, Analysis

▪ Undocumented practices will no 
longer suffice because OCR 
would require documentation of 
all Security Rule policies, 
procedures, plans, and analyses.



Network Maps & Asset Inventory

▪ Covered organizations would be 
required to have (and update 
every 12 months) a technology 
asset inventory and a network 
map illustrating the movement of 
ePHI throughout the regulated 
entity’s electronic information 
system(s). 
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Inventory your devices

▪ Include all cyber assets that “touch” ePHI

▪ Determine devices that include connectivity

▪ Identify devices that “retain” data



Risk Analysis Assessment

 Previously, OCR did not offer a mandatory 
“checklist” for conducting a Risk Analysis. New 
express requirements would include a written 
assessment that contains, among other things: 

o A review of the technology asset inventory and 
network map.

o Identify all reasonably anticipated threats to 
the confidentiality, integrity, and availability of 
electronic PHI (ePHI).

o Identification of potential vulnerabilities and 
predisposing conditions to the regulated 
entity’s relevant electronic information systems

o An assessment of the risk level for each 
identified threat and vulnerability, based on the 
likelihood that each identified threat will 
exploit the identified vulnerabilities.



Contingency Planning and Security Incidents

 OCR would strengthen requirements for planning for 
contingencies and responding to security incidents 
and require organizations to: 

o Establish written procedures to restore the loss 
of certain relevant electronic information 
systems and data within 72 hours.

o Perform an analysis of the relative criticality of 
their relevant electronic information systems 
and technology assets to determine the priority 
for restoration.

o Establish written security incident response 
plans and procedures that document how 
workforce members are to report suspected or 
known security incidents and how the 
regulated entity will respond to them.

o Implement written procedures for testing and 
revising written security incident response 
plans.



Annual Security Rule Audits

▪ OCR would require regulated 
entities to conduct a Security 
Rule audit at least once every 12 
months.



Business Associate Verification

o The Proposed Rule would require that business 
associates verify at least once every 12 months 
for covered entities (and that business 
associate contractors verify at least once every 
12 months for business associates) that they 
have deployed technical safeguards required by 
the Security Rule to protect ePHI through a 
written analysis of the business associate’s 
relevant electronic information systems by a 
subject matter expert and a written 
certification that the analysis has been 
performed and is accurate.

o Business associates would also be required to 
notify covered entities (and subcontractors to 
notify business associates) upon activation of 
their contingency plans without unreasonable 
delay but no later than 24 hours after 
activation.



Encryption Requirement

▪ OCR would require encryption of 
ePHI at rest and in transit, with 
limited exceptions. 



Required Technical Controls and Safeguards

 OCR wants to require regulated entities 
to have security measures, including: 
o Deploying anti-malware protection.
o Removing extraneous software 

from relevant electronic 
information systems.

o Disabling network ports in 
accordance with the regulated 
entity’s risk analysis.

o Network segmentation.
o Separate technical controls for 

backup and recovery of ePHI and 
relevant electronic information 
systems



Multi-Factor Authentication

▪ OCR proposes to require the use 
of multi-factor authentication, 
with limited exceptions. 



Vulnerability Scans and Penetration Testing

▪ Covered organizations would be 
required to conduct vulnerability 
scanning at least every six 
months and penetration testing 
at least once every 12 months.



How this could affect 
EMTs/Paramedics?



What this means for EMS providers

▪ The HIPAA Security Rule is 
designed to safeguard electronic 
protected health information 
(ePHI) and ensure its 
confidentiality, integrity, and 
availability. If strengthened to 
address modern cybersecurity 
threats, the effects on EMTs and 
paramedics would primarily 
focus on compliance measures 
and operational changes 
involving how ePHI is handled, 
documented, and transmitted.



Increased Emphasis on Mobile Device Security

EMTs and paramedics often use mobile 
devices (e.g., tablets, smartphones, laptops) 
to document patient care and transmit ePHI 
to hospitals or dispatch systems.

Strengthened requirements may mandate:
▪ Encryption of ePHI stored or transmitted 

on these devices.
▪ Use of secure communication platforms 

to transmit patient data
▪ Enhanced device management 

protocols, such as remote wipe 
capabilities for lost or stolen devices.



Stricter Access Controls

EMTs and paramedics may face 
tighter rules for accessing ePHI, 
including:

▪ Use of multi-factor authentication 
(MFA) for logging into electronic 
systems.

▪ Role-based access to ensure only 
authorized personnel can view 
specific patient data.

▪ More frequent updates to 
credentials to reduce unauthorized 
access risks.



Mandatory Cybersecurity Awareness Training

EMTs and paramedics will likely be 
required to undergo enhanced 
cybersecurity training to:

▪ Recognize phishing and 
ransomware threats that could 
compromise ePHI.

▪ Understand secure methods for 
handling, storing, and sharing 
patient data.

▪ Learn about best practices for 
password management and device 
security.



Enhanced Incident Reporting

▪ EMTs and paramedics might 
need to follow stricter protocols 
for reporting suspected breaches 
or unauthorized access to ePHI.

▪ This could include documenting 
incidents immediately, reporting 
them to supervisors, and 
participating in investigations.



Audit and Monitoring of ePHI Access

▪ Strengthened rules may require 
healthcare organizations to audit 
EMT and paramedic access to 
ePHI regularly.

▪ This could result in additional 
administrative tasks, such as 
verifying proper use of systems 
and documenting compliance 
efforts.



Upgrades to Onboard Technology and Systems

Ambulance systems and equipment 
used by EMTs and paramedics (e.g., 
onboard computers, patient 
monitoring devices) may need:

▪ Software updates to comply with 
stronger encryption and 
cybersecurity standards.

▪ Replacement of outdated hardware 
that cannot meet the new 
requirements.

▪ Secure network connections for 
transmitting data to hospitals.



Potential Challenges in Remote and Emergency 
Settings

EMTs and paramedics often work 
in unpredictable and resource-
limited environments. 
Strengthened cybersecurity 
measures could create operational 
challenges, such as:

▪ Ensuring access to secure 
networks or devices in remote 
locations.

▪ Balancing patient care needs 
with the time required to follow 
security protocols.



Penalties for Non-Compliance

▪ If EMTs or paramedics fail to adhere to updated security rules, it 
could lead to disciplinary actions, fines for their organization, or 
legal liability.

▪ Ensuring compliance might require more oversight and 
accountability for daily practices.



More work and more cost

▪ Strengthening the HIPAA Security Rule will increase the 
responsibility of EMTs and paramedics to handle ePHI securely 
while introducing changes to technology, training, and daily 
workflows. These measures aim to protect patient data against 
modern cybersecurity threats but may require additional resources 
and training to avoid disrupting emergency care services. 
Organizations employing EMTs and paramedics will need to 
prioritize these changes to ensure compliance and maintain 
operational efficiency.



The Threat Landscape

▪ It’s not a question of “If”, it’s a question of “When” there will be an 
incident.

▪ Daily, increasing threats to critical infrastructure.

▪ Awareness of the threats and taking proactive action when 
possible.



Cyber Intelligence Sources

Emergency Management & Response
Information Sharing & Analysis Center (EMR-ISAC)



Protecting Critical Infrastructure Information from FOIA



What can we do?



50,000 foot view

▪ Monitor implementation of new/modified rules 

▪ Start collecting information about your cyber assets (spreadsheet)

▪ Determine if you have the resources to achieve compliance with 
new rules

▪ Consider including preliminary cost in next budget



Where is the data and how are you protecting it?

▪ Cloud

▪ Medical device storage

▪ Temporary files on devices



ALS Medical Devices

▪ Increasing implementation of cyber components within our domain
▪ Expect increase in capabilities/functionally, and more sophisticated 

software.
▪ Will require patching

▪ Supply chain considerations



Applications

▪ New software will be introduced that will require additional 
management

▪ Current software will increase in functionality and complexity
▪ ImageTrend
▪ Pulsara
▪ Connectivity of handheld devices



Types of devices storing data

▪ Heart monitors

▪ Infusion pumps

▪ Larynscope

▪ Ultrasound



Where is data being stored?

▪ Cloud

▪ ImageTrend

▪ Pulsara

▪ Local workstations, external drives/USB’s

▪ Cell phones/tablets

▪ Is it encrypted?





Questions you should be asking

▪ What personnel have access to HIPAA information?

▪ How do they access the information?

▪ Can they save the information to a local device?

▪ Do you have procedures do delete data on a regular basis?



Questions



Contact Information 

▪ Bob Janusaitis – bjanusai@business911.com

▪ Cell: 832-303-2911
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